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About Quest Software, Inc.

Quest Software, Inc. delivers innovative products that help organizations get more performance and productivity from their applications, databases and Windows infrastructure.  Through a deep expertise in IT operations and a continued focus on what works best, Quest helps more than 18,000 customers worldwide meet higher expectations for enterprise IT.  Quest’s Windows Management solutions simplify, automate and secure Active Directory, Exchange and Windows, as well as integrate Unix and Linux into the managed environment. Quest Software can be found in offices around the globe and at www.quest.com.
Contacting Quest Software

Email

info@quest.com
Mail

Quest Software, Inc.


World Headquarters


5 Polaris Way


Aliso Viejo, CA  92656


USA

Web site
www.quest.com
Please refer to our Web site for regional and international office information.
Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest product or who have purchased a commercial version and have a valid maintenance contract. Quest Support provides around the clock coverage with SupportLink, our web self-service. Visit SupportLink at http://support.quest.com.
From SupportLink, you can do the following:

· Quickly find thousands of solutions (Knowledgebase articles/documents).
· Download patches and upgrades.
· Seek help from a Support engineer.
· Log and update your case, and check its status.
View the Global Support Guide for a detailed explanation of support programs, online services, contact information, and policy and procedures. The guide is available at: http://support.quest.com/pdfs/Global Support Guide.pdf.
Introduction

Recovery Manager is supplied with Quest Recovery Manager WMI provider. The use of the WMI (Windows Management Instrumentation) technologies makes it possible to automate some of the administrative tasks in an enterprise environment. For example, using the Quest Recovery Manager WMI provider, you can develop custom scripts that use available backups to generate comparison reports on changes made to Active Directory/ADAM since the specified time. You can have the scripts log comparison results to a SQL database.
For information about how to use comparison reports, refer to "Using Comparison Reports" in Recovery Manager for Active Directory User's Guide.

The document describes classes specific to the Quest Recovery Manager WMI provider and provides examples of custom scripts (VBScript) that illustrate how to use those classes for generation of comparison reports.

The following subjects are covered:

· System Configurations
· Quest Recovery Manager Classes

· Developing Custom Scripts

System Configurations
The scripting support feature of Recovery Manager requires the following minimum system configurations.

Operating System Requirements

Windows 2000 Professional SP2 or later, Windows XP/2003
Software Requirements

Recovery Manager for Active Directory 7.6 must be installed on the computer running WMI to which your script connects.

For Windows 2000, Windows Management Instrumentation SDK Update or Microsoft.NET Framework SDK is required.
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	The Windows Management Instrumentation SDK is located in the Platform SDK documentation, and available as a separate download that includes documentation from http://www.microsoft.com/downloads/details.aspx?FamilyId=A55B6B43-E24F-4EA3-A93E-40C0EC4F68E5&displaylang=en. The WMI Redistributable Components version 1.0 file, which requires Windows 2000 Professional SP2 and later, is available to download at http://www.microsoft.com/downloads/details.aspx?FamilyId=A55B6B43-E24F-4EA3-A93E-40C0EC4F68E5&displaylang=en.

WMI functionality introduced in the Windows 2000 Professional SP2 operating system is also available to earlier operating systems by downloading the .NET Framework SDK, and the .NET Framework Redistributable. These can be obtained at http://msdn.microsoft.com/netframework/downloads/howtoget.asp


Quest Recovery Manager Classes

To develop your custom scripts designed to generate comparison reports, you should use the following classes specific to the Quest Recovery Manager WMI provider:

· QRM_ReportSettings

· QRM_CompareSettings

· QRM_BackupCompare

This section describes properties and methods defined in those classes.

QRM_ReportSettings Class

This class defines properties that contain settings for creation of comparison reports. The custom scripts can log comparison results to a SQL database (SQL report).

Methods

This class has no methods.

Properties

ReportType

Mandatory
Data type: Integer
Access type: Read/Write
Specifies the report type. Must be set to 1 to create a SQL report.
SQLServerName
Mandatory for SQL reports
Data type: string
Access type: Read/Write

Specifies the name of the SQL Server to be used.
SQLCatalog

Mandatory for SQL reports
Data type: string
Access type: Read/Write

Specifies the SQL Server database to be used.

SQLTrusted

Mandatory for SQL reports
Data type: Boolean
Access type: Read/Write

Specifies the type of the authentication the script will use to connect to the SQL Server. When TRUE, the script uses the Windows authentication. Otherwise, the script uses the SQL Server authentication.
SQLUserName

Mandatory if the SQL Server authentication is used.
Data type: string
Access type: Read/Write
Specifies the login the script uses to connect to SQL Server.

SQLPassword

Mandatory if the SQL Server authentication is used.
Data type: string
Access type: Read/Write

Specifies the password the script uses to connect to SQL Server.

QRM_CompareSettings Class

This class defines properties that contain the appropriate information the QRM_BackupCompare class uses for generation of the comparison reports. 

Methods

This class has no methods.

Properties

Date1

Optional
Data type: DATETIME
Access type: Read/Write

Specifies a date and time. The script will compare a first backup created after the specific date with Active Directory or backups taken within the time interval defined by the Date1 and Date2 properties, respectively. If this property is not set, the default date (January 1, 1601) is used.
Date2

Optional
Data type: DATETIME
Access type: Read/Write

Specifies a date and time. The script will compare a first backup created after the specific date with Active Directory or backups taken within the time interval defined by the Date1 and Date2 properties, respectively. If this property is not set, the Date2 is considered to be equal to the current date and time.

To define a datetime, use the following format:

yyyymmddHHMMSS.mmmmmmsUUU

The following table identifies the fields in the format.

	Field
	Description

	yyyy
	Four-digit year (0000 through 9999). 

	mm
	Two-digit month (01 through 12).

	dd
	Two-digit day of the month (01 through 31). This value must be appropriate for the month. 

	HH
	Two-digit hour of the day using the 24-hour clock (00 through 23).

	MM
	Two-digit minute in the hour (00 through 59).

	SS
	Two-digit number of seconds in the minute (00 through 59).

	mmmmmm
	Six-digit number of microseconds in the second (000000 through 999999). 

	mmm
	Three-digit number of milliseconds in the minute (000 through 999).

	s
	Plus sign (+) or minus sign (-) to indicate a positive or negative offset from Universal Time Coordinates (UTC).

	UUU
	Three-digit offset indicating the number of minutes that the originating time zone deviates from UTC. For WMI, it is encouraged, but not required, to convert times to GMT (a UTC offset of zero).


Domain

Mandatory
Data type: string
Access type: Read/Write

Specifies the domain name. The script will generate reports on backups taken from that domain.

Attributes

Optional
Default value: Empty
Data type: Array of strings
Access type: Read/Write

Specifies the lDAPDisplayNames of the processed object' attributes to be compared. If this property is not set, the script will compare all attributes of the processed object. The property RootObjectDN defines the distinguished name of the processed object.

LogOnlyChangedAttributes

Optional
Default value: TRUE
Data type: Boolean
Access type: Read/Write

If TRUE, comparison reports include information about only the object attributes that have been changed since the time of the backup.
LogOnlyChangedObjects

Optional
Default value: TRUE
Data type: Boolean
Access type: Read/Write

If TRUE, comparison reports include information about only the objects that have been changed since the time of the last backup.

ProcessChildren

Optional
Default value: TRUE
Data type: Boolean
Access type: Read/Write

If TRUE, comparison reports include information about child objects of the processed object. The property RootObjectDN defines the distinguished name of that object.

ObjectTypes

Optional
Default value: Empty
Data type: Array of strings
Access type: Read/Write

If the ProcessChildren property is set to TRUE, specifies the child object types to be processed. If this property is not set, all child objects of the processed object will be processed.
If the ProcessChildren property is set to FALSE, the ObjectTypes property is ignored. 

ReportSettings

Mandatory
Data type: QRM_ReportingSettings class object
Access type: Read/Write

Specifies settings for creation of the comparison reports.
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	For information about settings for creation of the comparison reports, see "QRM_ReportSettings Class" earlier in this paper.


RootObjectDN

Mandatory
Data type: string
Access type: Read/Write

Specifies the distinguished name of the object you want the script to process. This object is referred to as processed object. Note that if the property ProcessChildren is set to TRUE, the script will process also child objects of the processed object.
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	The RootObjectDN property must contain the object's DN registered in a backup. If the processed object was moved to other location since the backup time, specify its "old" DN that the object had when creating the backup.

If your script cannot find the processed object in the backup, it returns the error message "Operation failed: The key was not found"


QRM_BackupCompare Class

The QRM_BackupCompare class defines methods that generate comparison reports. The methods are executed with input parameters defined by an instance of the QRM_CompareSettings class created in your script. 
Properties

This class has no properties.

Methods

CompareBackupWithAD

Compares a backup with Active Directory. 
CompareMultipleBackups

Compares backups for a specified period of time.

CompareTwoBackups

Compares two backups.
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	These methods select backup(s) to be compared using the properties of an instance of the QRM_CompareSettings class created in your script. For example, you can have the CompareBackupWithAD method compare the backup taken starting with the specific date saved in the Date1 property of that instance. To clarify this, see "Sample Scripts" later in this document.


Developing Custom Scripts

This section explains how you can develop your custom scripts using the Quest Recovery Manager WMI provider.

The following questions are covered:

· Connecting to WMI

· Creating an Event Sink Object Instance

· Creating an instance of the QRM_ReportSettings Class
· Creating an instance of the QRM_CompareSettings Class

· Starting the Compare Process

· Sample Scripts

Connecting to WMI

To use the WMI-based technologies, you should first connect to the WMI default name space using the following moniker string:

winmgmts:root\default

This string allows you to access WMI locally. To establish a WMI remote connection, include the name of the remote computer in the connection string as shown in the following example:

winmgmts:\\CompName\root\default

The following VBScript code snippet illustrates how to create a WMI object that refers to the default namespace:

Set objWMI = GetObject("winmgmts:root\default")

Creating an Event Sink Object Instance

The scripts considered in this paper use an instance of the event sink object that receives events. This object tells the script when the report creation is terminated.

You can create the object instance using the following VBScript code snippet:

Set objSink =_  CreateObject("WbemScripting.SWbemSink","SINK_")
Creating the QRM_ReportSettings Class Instance

To specify settings for creation of comparison reports, create an instance of the QRM_ReportSettings class and then set its properties to the appropriate values. The properties of the QRM_ReportSettings class object are listed in "QRM_ReportSettings Class" earlier in this document.

To create a new instance of the QRM_ReportSettings class, use the SpawnInstance_ method of the SWbemObject WMI object as shown in the following VBScript code snippet:

Set objReportSet=objWMI.Get("QRM_ReportSettings").SpawnInstance_

where objWMI designates an object that refers to the WMI default namespace (see "Connecting to WMI" earlier in this document).
Creating the QRM_CompareSettings Class Instance

To specify settings for the compare process, create an instance of the QRM_CompareSettings class and then set its properties to the appropriate values. The properties of the QRM_CompareSettings class object are listed in "QRM_CompareSettings Class" earlier in this document.

To create a new instance of the QRM_CompareSettings class, use the SpawnInstance_ method of the SWbemObject WMI object as shown in the following VBScript code snippet:

Set objSet=objWMI.Get("QRM_CompareSettings").SpawnInstance_

where objWMI designates an object that refers to the WMI default namespace (see "Connecting to WMI" earlier in this document).

Starting the Compare Process

Methods of the QRM_BackupCompare class generate comparison reports. To start the compare process, use the ExecMethodAsync method of the SWbemServices WMI object. This method executes the specified method of QRM_BackupCompare with input parameters defined in the objSet object (an instance of the QRM_CompareSettings class).

The following code snippets (VBScript) illustrate how you can start the creation of various reports:

Comparing a Backup with Active Directory

objWMI.ExecMethodAsync objSink,__
 "QRM_BackupCompare","CompareBackupWithAD", objSet

Comparing Two Backups

objWMI.ExecMethodAsync objSink,_
 "QRM_BackupCompare","CompareTwoBackups", objSet

Comparing Multiple Backups

objWMI.ExecMethodAsync objSink,_
 "QRM_BackupCompare","CompareMultipleBackups", objSet

	[image: image5.png]



	Note that all variables, such as objSink, objSet, etc., used in the above examples are defined earlier in this document.


Sample Scripts

This chapter describes sample scripts supplied with Recovery Manager for Active Directory.

The following sample scripts are available:

· Comparing a back with Active Directory

· Comparing two backups

· Comparing multiple backups

To use a sample script

1. Open the script with Notepad.

2. Set the script parameters located between the lines: PARAMETERS OF SCRIPT YOU MAY MODIFY and PLEASE, DO NOT MODIFY THE SCRIPT BELOW THIS POINT.

3. If you want your script to access WMI installed on a remote computer, make sure that the moniker string includes the computer name (see "Connecting to WMI" earlier in this document).

4. Start the script. 

Comparing a Backup with Active Directory

File name: Compare backup with AD.vbs
Requirements: RMAD 7.6; Windows 2000 SP2 or later, Windows XP/2003
or Windows 2000 + WMI SDK Update or the Microsoft .NET Framework SDK 

Parameters to be set in the script source:

Mandatory parameters:

· nReportType =<1> - must be set to 1 to create a SQL report
strDomainName = <Domain name for which backups will be compared>
· strRootObjectDN = <DN of the processed object>

The following parameters must be set only for SQL reports:
· strSQLServerName = <Name of the SQL Server to be used>

· strSQLCatalog = <SQL Server database name>

· bSQLTrusted = <TRUE or FALSE> - TRUE - Windows authentication; FALSE - SQL Server authentication.
· strSQLUserName = <The login to connect to SQL Server> (only for SQL Server authentication)
· strSQLPassword = <The password to connect to SQL Server> (only for SQL Server authentication)
Optional parameters:

· strDate1 = <Date and time> - The script will process a first available backup taken starting with this date. The date format depends on your locale. For example, for the English (United States) locale, use the following format:
"MM/DD/YYYY HH:MM"
(MM – month; DD – Day; YYYY – Year; HH – hours; MM – minutes)
for example "01/30/2005 19:05" corresponds to January 30, 2005 at 19:05.

· bLogOnlyChangedObjects = <TRUE or FALSE> - When TRUE, the script logs information only about the changed objects. 

· bLogOnlyChangedAttributes = <TRUE or FALSE> - When TRUE, the script logs information only about the changed attributes. 

· bProcessChildren  = <TRUE or FALSE> - When TRUE, the script will process child objects of the processed object.

· arrAttributes = <Array of the lDAPDisplayNames of attributes> - When set, the script will process only attributes specified with this array.

· arrObjectTypes = <Array of the object type names> - When set, the script will process only child objects specified with this array. If bProcessChildren is set to False, this parameter is ignored.
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	If the parameter strDate1 specifies an invalid date or time, the VBScript compiler will display the error message window similar to the following screen.
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How It Works

The script creates the SQL comparison report based on per-attribute comparison of the specified object, selected from the first available backup taken starting with the specific date, with its counterpart in Active Directory. 
Comparing Two Backups

File name: compare two backups.vbs
Requirements: RMAD 7.1; Windows 2000 SP2 or later, Windows XP/2003
or Windows 2000 + WMI SDK Update or the Microsoft .NET Framework SDK 
Parameters to be set in the script source:

Mandatory parameters:

· nReportType =<1> - must be set to 1 to create a SQL report
strDomainName = <Domain name for which backups will be compared>
· strRootObjectDN = <DN of the processed object>


The following parameters must be set only for SQL reports:
· strSQLServerName = <Name of the SQL Server to be used>

· strSQLCatalog = <SQL Server database name>

· bSQLTrusted = <TRUE or FALSE> - TRUE - Windows authentication; FALSE - SQL Server authentication.
· strSQLUserName = <The login to connect to SQL Server> (only for SQL Server authentication)
· strSQLPassword = <The password to connect to SQL Server> (only for SQL Server authentication)
· strDate1 = <Date and time> - Sets the beginning of the date/time interval

· strDate2 = <Date and time> - Sets the end of the date/time interval
Optional parameters:

· bLogOnlyChangedObjects = <TRUE or FALSE> - When TRUE, the script logs information only about the changed objects. 

· bLogOnlyChangedAttributes = <TRUE or FALSE> - When TRUE, the script logs information only about the changed attributes. 

· bProcessChildren  = <TRUE or FALSE> - When TRUE, the script will process child objects of the processed object.

How it Works

The script performs a comparison of two backups taken at the beginning and end of the time interval specified with the parameters strDate1 and strDate2. 

The script generates the SQL comparison report on changes made to the properties of the specified object between those backups.

Comparing Multiple Backups

File name: compare multiple backups.vbs

Requirements: RMAD 7.1; Windows 2000 SP2 or later, Windows XP/2003
or Windows 2000 + WMI SDK Update or the Microsoft .NET Framework SDK 
Parameters to be set in the script source:

Mandatory parameters:

· nReportType =<1> - must be set to 1 to create a SQL report
strDomainName = <Domain name for which backups will be compared>
· strRootObjectDN = <DN of the processed object>


The following parameters must be set only for SQL reports:
· strSQLServerName = <Name of the SQL Server to be used>

· strSQLCatalog = <SQL Server database name>

· bSQLTrusted = <TRUE or FALSE> - TRUE - Windows authentication; FALSE - SQL Server authentication.
· strSQLUserName = <The login to connect to SQL Server> (only for SQL Server authentication)
· strSQLPassword = <The password to connect to SQL Server> (only for SQL Server authentication)
· strDate1 = <Date and time> - Sets the beginning of the date/time interval

· strDate2 = <Date and time> - Sets the end of the date/time interval
Optional parameters:

· strRootObjectDN = <DN of the processed object>
· bLogOnlyChangedObjects = <TRUE or FALSE> - When TRUE, the script logs information only about the changed objects. 

· bLogOnlyChangedAttributes = <TRUE or FALSE> - When TRUE, the script logs information only about the changed attributes. 

· bProcessChildren  = <TRUE or FALSE> - When TRUE, the script will process child objects of the processed object.

How It Works

The script performs a pairwise comparison of backups taken on contiguous dates within the time interval specified with the parameters strDate1 and strDate2. If several backups were taken during a day, the script will select only one backup to be used in the pairwise comparison.

The script generates the SQL comparison report on changes made to the properties of the specified object between consecutive pairs of the selected backups.









