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About Quest Software, Inc.
Quest Software, Inc. delivers innovative products that help organizations get more performance and productivity from their applications, databases and Windows infrastructure.  Through a deep expertise in IT operations and a continued focus on what works best, Quest helps more than 18,000 customers worldwide meet higher expectations for enterprise IT.  Quest’s Windows Management solutions simplify, automate and secure Active Directory, Exchange and Windows, as well as integrate Unix and Linux into the managed environment. Quest Software can be found in offices around the globe and at www.quest.com.
Contacting Quest Software
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5 Polaris Way


Aliso Viejo, CA  92656


USA

Web site
www.quest.com
Please refer to our Web site for regional and international office information.
Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest product or who have purchased a commercial version and have a valid maintenance contract. Quest Support provides around the clock coverage with SupportLink, our web self-service. Visit SupportLink at http://support.quest.com.
From SupportLink, you can do the following:

· Quickly find thousands of solutions (Knowledgebase articles/documents).
· Download patches and upgrades.
· Seek help from a Support engineer.
· Log and update your case, and check its status.
View the Global Support Guide for a detailed explanation of support programs, online services, contact information, and policy and procedures. The guide is available at: http://support.quest.com/pdfs/Global Support Guide.pdf.
Introduction

Because the information and collaboration services provided by computer networks are critical for the success of any business or organization, the availability of servers and workstations is a primary concern for network administrators. This document is for network administrators who are selecting a backup and recovery solution.

The document provides a brief comparison of tools used to back up and restore the System State of a Windows domain controller, including the Active Directory and Group Policy data:

· Recovery Manager for Active Directory
· Windows Backup utility and Ntdsutil tool

· Restore deleted objects feature included in Windows Server 2003

Comparison for Windows Backup

This matrix compares Recovery Manager for Active Directory to the Windows Backup utility that works in conjunction with the Ntdsutil tool.

	
	Recovery Manager for Active Directory
	Windows Backup Utility and Ntdsutil Tool

	Online, granular Active Directory restore
	Yes
	No

	Online, granular Group Policy restore
	Yes
	No

	Change tracking and troubleshooting
	Yes
	No

	Remote backup and restore
	Yes
	No

	Centralized administration
	Yes
	No

	Scheduling and automation
	Yes
	Yes

	Scalability
	Excellent
	Poor


The following sections briefly discuss each item compared in the matrix.

Online, Granular Active Directory Restore

Granular online restore is one of the most valuable features of Recovery Manager for Active Directory. Granular online restore makes it possible to return specified objects (such as User objects) or object attributes (such as User Password, Member Of and User Certificate attributes) to their state as of a specific time in the past without putting Active Directory (AD) in an off-line repair mode. The native Windows backup and restore tools do not have such a capability.

Why Granular Restore

At first sight, it may seem that the restore granularity is not of great importance. Indeed, why cannot we use a scenario such as the following?

1. Have AD backups being created, say, every half-hour.

2. In case of a disaster, such as a user object deletion by mistake, restore the entire AD database from the latest backup on a specific server.

3. Using Ntdsutil, make the server the authoritative DC for the domain. The restored AD database will be replicated to the other DCs within the environment.

Although it is true that this scenario makes no use of the restore granularity, it proves impracticable due to the following.

Most likely, the latest backups cannot be used to undelete the object because the object deletion had occurred before those backups were created. We need to find a backup that actually includes the object in question and, most likely, the backup we will be forced to use is an old one.
As we cannot use the most recent backups, Step 3 of the scenario becomes unfeasible: should we do so, we lose all data changes that have occurred in AD since the time the backup was created. Therefore, the restore granularity is required if we want to affect only the objects that need restored and leave the other objects intact.

Another item worth mentioning is that authoritatively restoring the entire AD database is not recommended because of many intrinsic implications. According to Microsoft's White Paper “Active Directory Disaster Recovery,” “Authoritative restore of the entire directory is a major operation and should only be carried out after consultation with a Microsoft Support professional.”

Why Online Restore

With Recovery Manager for Active Directory, granular restore is done while the domain controller is online. In comparison, the restoration process with the native Windows tools includes these steps:
4. Restart the domain controller in Directory Services Restore Mode.

5. Select the System State backup set and restore the entire AD database.

6. Use Ntdsutil to have AD replicate the restore of selected objects among all domain controllers—this only works if you know the full LDAP path to the objects that need restored (distinguished name of the object).

7. Restart the domain controller in normal mode.

Recovery Manager eliminates these steps altogether. Instead, you simply run the wizard, choose the System State backup set, and select the objects to be restored or undeleted. It only takes a few minutes for the wizard to recover objects that are inadvertently deleted or modified.

As granular restore can be done online, the domain controller is never unavailable to users. Online restore function greatly reduces the restore time, thus eliminating the costs associated with downtime.

Linked Attributes Handling

One more valuable characteristic of granular online restore is the unattended restoration of linked attributes, such as the Member Of attribute. For instance, when recovering a deleted user object with native Windows backup and restore tools, you only have the following two options to ensure that the restored object belongs to the groups it was a member of as of the time of backup:

· Add the restored user object to the appropriate groups yourself

· Restore the group objects along with the user object

With either of these options, you need to know the user's group memberships as of the time of backup. In addition, with the second option, you risk losing changes to groups that have occurred since the time of backup.

In contrast, when recovering a user object with granular online restore, you do not need to worry about group memberships: Recovery Manager ensures that the restored object is a member of the proper groups.

Child Objects Filtering

When recovering a container with child objects, granular online restore makes it possible to use object type for filtering the objects that need recovered. For example, when recovering the contents of an OU, you can have Recovery Manager only affect the user objects in that OU. The native Windows backup and restore tools do not provide for filtering child objects by type.

For example, the ability to filter child objects by type is helpful when you need to restore a container that holds computer objects along with objects of other types. Since restoring computer objects may impact computer logon to the domain, you might want the restore operation not to affect computer objects. With granular online restore, you can easily do this by filtering out child objects of computer type. For details about implications of restoring computer objects, refer to the Microsoft KB Article Q216243 “Authoritative Restore of Active Directory and Impact on Trusts and Computer Accounts."
Comparison Reports

Granular online restore enables the creation of comparison reports, without actually applying changes to AD. Comparison reports show which properties of the objects being restored would change during the operation, allowing an administrator to examine the changes in detail and decide whether to apply the changes. Comparison reports are also helpful in AD change tracking and troubleshooting, as discussed later in this document. Windows backup and restore tools do not offer this feature.

To sum up, the online, granular AD restore method is designed to overcome the following substantial limitations inherent in the native Windows backup and restore tools:
· Domain controllers must be restarted in Directory Services Restore mode and the entire Active Directory database must be restored before you can use Ntdsutil to restore or undelete individual objects

· When restoring an object, you only have an option to restore all attributes; you cannot restore individuals attributes, such as User Password or User Certificate

· To restore an object’s linked attributes, you need to restore the object along with all objects the linked attributes refer to; for example, when you only restore a deleted user, the user’s group memberships is not restored

· When restoring a container, you only have the option to restore the entire sub-tree rooted in that container, with no ability to limit the restore to child objects of selected types

· No ability to make decisions about what needs restored based on tracking down the changes that occurred in Active Directory since the backup creation

With granular online restore, Recovery Manager for Active Directory effectively overcomes all of these limitations.

Online, Granular Group Policy Restore

To help recover Group Policy information, Recovery Manager for Active Directory provides the Group Policy Restore Wizard. This wizard allows you to selectively restore Group Policy data from regular backups of domain controllers’ System State, eliminating the need for special, Group Policy related backups.

The wizard allows you to select a backup and Group Policy object (GPO) to restore. Then, it offers the following restore options:

· Policy Settings Restore—If the GPO was modified since the time of the backup, the wizard restores all policy settings to the state they had at the time of the backup. If the GPO was deleted, the wizard creates a new object with the same name and policy settings as the backed-up object.

· Security Settings Restore—Restores all security information on the GPO. As a result, all users and security groups have the same access permissions on the object as they had when the backup was created.

· GPO Links Restore—Restores all links to the GPO to the state they had at the time of the backup. As a result, the object is used by the same sites, domains, and organizational units that used it at the time when the backup was created.

You can use any combination of these options. For example, suppose some links to a GPO are accidentally deleted. If your backup contains an outdated version of the GPO, you can restore just the links, without restoring the policy settings or security settings.

The native Windows tools do not offer online, granular Group Policy restore from regular backups of domain controllers’ System State.

Change Tracking and Troubleshooting

To assist an administrator with Active Directory troubleshooting, investigation, and change management, Recovery Manager provides the ability to compare the current state of individual objects in Active Directory with that in an Active Directory backup. This functionality is especially useful for resolving problems that result from the deletion of critical objects in Active Directory, monitoring the changes third-party applications make to Active Directory, and considering would-be after-effects when restoring data in Active Directory.

During a restore operation, Recovery Manager allows you to create comparison reports, without actually applying changes to Active Directory. The report helps to ascertain what objects were deleted or modified since the time the backup was made. In addition, the report shows which properties of objects being restored would change during the operation, allowing you to examine changes in detail and decide whether to apply the changes.

The native Windows backup and restore tools do not offer this feature.

Remote Backup and Restore

With Recovery Manager, all backup and restore tasks can be done from one central location. Remote, online, granular restore is a key feature that drastically reduces recovery costs, downtime, and losses due to interrupted business operations.
The native Windows backup and restore tools require that backup and restore tasks be done locally at a domain controller.

Centralized Administration

Centralized administration enables backup and restore to be done consistently for an entire enterprise by one administration team, which improves the quality of disaster recovery operations and can reduce downtime.

Installed on an administrator’s workstation, it allows all operations to be performed from one central location. These operations include the creation, updating, and storage of backups, as well as the restoration of Active Directory and Group Policy data using a backup.

The backups created with Recovery Manager for Active Directory can be stored in a central location, or several locations on a distributed network, and on selected computers with physically restricted access. Access to Active Directory backups can be restricted using backup encryption along with security mechanisms provided by the operating system.

Scheduling and Automation

Recovery Manager enables administrators to schedule the creation of System State backups. This functionality helps reduce the network workload and can save many hours of the administrators’ valuable time. When scheduling the creation of backups, Recovery Manager relies on Task Scheduler—the native Windows scheduler service. A unified graphical interface and wizard assistance provide easy access to the backup scheduling features of Recovery Manager.

Recovery Manager makes creation of backups a straightforward task. Once the backup options and scheduling are set up, the backup creation process becomes an automatic, unattended operation.

The Windows Backup utility includes an option to schedule the creation of backups. Nevertheless, to configure backup scheduling, you have to visit the computer you are planning to back up.

Scalability

Recovery Manager provides support for large, multi-domain environments. It creates backups for multiple domain controllers in parallel, and provides excellent performance, easily scaling to service additional domain controllers. Depending on the roles, locations, or other criteria established by an administrator, the serviced domain controllers can be logically grouped into easy-to-manage collections.

Recovery Manager employs agents when creating or applying backups. In this way, scalability is improved and overhead network traffic is decreased because agents compress the data before sending it over network links, and create backups for multiple domain controllers in parallel.

Because it lacks centralized, remote backup and recovery management, native tools lack the scalability needed by distributed, enterprise networks. The need to restart domain controllers twice during the restore procedure greatly increases downtime, causing significant impact on business workflow during the recovery of even a single Active Directory object. Thus, in many cases in which objects need to be restored, native tools are not a feasible solution.

Comparison for the “Restore Deleted Objects” Feature

With the release of Windows Server 2003, Microsoft provides additional functionality for the recovery of deleted objects. The “restore deleted objects” feature provides the facility to recover objects deleted from Active Directory.

A substantial limitation of the “restore deleted objects” feature is that it only partially restores deleted objects: it restores only the attributes required for the object to exist. Other attributes, which may be equally business-critical, such as membership in security and distribution groups, are not restored.
Therefore, with this feature, you need to restore object attributes from a backup. As the operating system does not provide any facility to selectively retrieve objects and their attributes from a regular backup of Active Directory, you need an additional, attribute-level backup from which to restore the object attributes.
Another limitation is that the “restore deleted objects” feature does not provide any method for determining which objects or attributes have changed or been deleted; you need to use separate tools or methods to determine what you want to recover.

Moreover, this feature does not include any GUI. Rather, it is a programming interface that requires you to first retrieve and then restore the deleted object, once you have managed to ascertain its distinguished name. You can find samples of code from Microsoft for both steps in this operation on Microsoft’s Web site:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/ad/ad/restoring_deleted_objects.asp
and
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/ad/ad/retrieving_deleted_objects.asp
Online restore offered by Recovery Manager for Active Directory overcomes all the limitation inherent in the “restore deleted objects” feature. The online restore function provides a convenient GUI for you to:

· Compare the data in Active Directory with those in a regular backup.

· Determine which objects or attributes have been changed or deleted since the time the backup was created.

· Search the backup in order to find and select the objects you want to recover.

· Restore the selected objects or attributes from the backup to Active Directory.

The online restore function builds upon the “restore deleted objects” feature. The value that online restore adds to this feature is the ability to determine exactly what needs restored, retrieve and restore any objects and attributes from a regular backup, and an easy-to-use GUI that facilitates the process of restoring objects and object attributes.










